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1. Introduction
In response to SA3’s request, SAGE has been studying candidate algorithms for 256-bit security.  For the radio interface encryption and integrity algorithms, SA3 has not yet specified the exact set of input and output parameters; as a starting point, however, we are assuming that input and output parameters may be the same as for the existing 128-bit algorithms (apart from the key, which is obviously longer).
In this LS we raise two issues concerning parameter sizes that have a security implication.

2. IV length

For the existing 128-bit NR radio interface encryption and integrity algorithms, the same key is used with multiple frames.  The inputs that collectively act as an Initialisation Variable (IV), always changing from one frame to another, are a 32-bit COUNT, a 5-bit BEARER and a 1-bit DIRECTION.  There are thus at most 38 bits of IV.
SA3 has not yet told SAGE what the exact parameters will be for the new 256-bit algorithms, but we are working on the provisional assumption that the IV will be the same as for the 128-bit algorithms.

We would like to point out that, irrespective of the choice of algorithm, having such a short IV facilitates some multi-target attacks against encryption.  By this, we mean that the attacker records frames encrypted using many keys – either all belonging to the same user, or belonging to multiple users – and hopes to recover just one of those keys.  Some multi-target attacks against stream ciphers are described in [1] and [2].  In an appendix to this liaison statement  we give some examples of what attacks could achieve.
This observation relates equally to 128-bit and 256-bit ciphers.  But, since SA3 is now aiming to strengthen security for the future with the introduction of 256-bit algorithms, we thought that SA3 might want to consider introducing a longer IV to protect better against multi-target attacks.  For instance, including a 90-bit
 random value as additional IV input, alongside COUNT, BEARER and DIRECTION, would bring the total IV to 128 bits, which would substantially increase protection against this type of attack while still being easy for SAGE to work with.

That random value would have to be known by both transmitter and receiver.  It could, for instance, be generated by one party and sent to the other as part of the session establishment.  It would only need to be done once per key, not once per frame – this new IV component would stay constant across all frames encrypted by the same key, while COUNT changes from frame to frame.  Of course, we understand that adding in this new value would require a protocol change.
3. MAC length

We also note that the current MAC for radio interface integrity protection is only 32 bits long, so clearly an attacker can forge a MAC successfully with a 2-32 success probability just by chance.  The more times the attacker tries, the higher the chance that one attempt will succeed.
In the 3GPP context, this risk has been considered acceptable up to now.  But again, since SA3 is now aiming to strengthen security for the future with the introduction of 256-bit algorithms, it seems a good time for SA3 to consider whether the risk is still appropriate for the future.  Note that, with the introduction of user plane integrity protection in 5G, MACs will tend to be needed a lot more frequently.  MACs of 64 bits or more are the norm in most cryptographic protocols; see [3], Appendix A.2 for some relevant analysis.
4. Actions:

To 3GPP SA3

SAGE:

· invites SA3 to consider these points in its continuing 5G security development;

· requests SA3 to inform SAGE when SA3 has decided about the lengths of input and output parameters for the radio interface encryption and integrity algorithms.
We are of course happy to engage in further discussions (by LS, email or conference call) about particular solutions, e.g. ways to establish a longer IV.
[1] Jin Hong & Palesh Sarkar, Rediscovery of Time Memory Tradeoffs, https://eprint.iacr.org/2005/090 
[2] Orr Dunkelman & Nathan Keller, Treatment of the Initial Value in Time-Memory-Data Tradeoff Attacks on Stream Ciphers, https://eprint.iacr.org/2008/311 

[3] NIST Special Publication 800-38B, Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38b.pdf 
Appendix A: Examples of multi-target attacks on encryption

For any given key and IV sizes, multi-target attacks take the form of tradeoffs between (a) the amount of computing time required for a one-off preprocessing stage, (b) the amount of computing time required for each individual attack, (c) the amount of memory required by the attacker and (d) the amount of keystream that an attacker can collect.  We talk about “tradeoff curves”, representing all possible combinations of these parameters.  Here are two examples, to illustrate what might be possible against the 3GPP ciphers.
We assume that the attacker can gather 264 frames with a specific value of DIRECTION (e.g. downlink) and a specific value of BEARER; she ignores frames with other DIRECTION or BEARER values.  These frames may all be for one subscriber, or may be for many subscribers.  We also assume that the plaintext in each frame has the same linear redundancy, e.g. each octet contains a parity bit, or each octet has msb = 0, or each frame contains predictable header information.
Against a 128-bit cipher, with the existing 3GPP IV, an attack is then possible as follows:
· the one-off preprocessing stage requires computing time of order 296;

· the attack requires memory of order 264;

· the individual attack instance requires computing time of order 264;

· the attacker recovers ONE of the keys used to encrypt a frame – which would then allow the attacker to decrypt that frame, and all other frames (downlink or uplink) encrypted with the same key.

· This compares with a simple exhaustive key search attack that would require computing time of order 2128.

Against a 256-bit cipher, with the existing 3GPP IV, an attack is possible as follows:

· the one-off preprocessing stage requires computing time of order 2224;

· the attack requires memory of order 2128;

· the individual attack instance requires computing time of order 2192;

· the attacker recovers ONE of the keys used to encrypt a frame – which would then allow the attacker to decrypt that frame, and all other frames (downlink or uplink) encrypted with the same key.

· This compares with a simple exhaustive key search attack that would require computing time of order 2256.

Increasing the IV length to 128 bits would prevent either of these attacks from being faster than exhaustive key search, for data volumes and memory capacities of practical relevance.
� If it’s easier to deliver random strings in whole octets, then either 80 or 88 bits would be fine.








